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[bookmark: _Toc186619977]Background
[bookmark: _Toc186619978]Electricity underpins the operation of critical infrastructure, essential services, and everyday community life across New South Wales. A prolonged and widespread electricity supply disruption has the potential to create cascading impacts across critical systems, essential services, and everyday community functions.
While the New South Wales electricity network is designed with safeguards and redundancies, it remains vulnerable to major incidents. Extreme weather, infrastructure failure, supply shortages, or malicious acts can all result in significant disruption. Recent outage emergencies in Far West NSW and the Hunter have demonstrated the severe consequences of extended electricity loss, including telecommunications failures, difficulties in accessing essential goods and services, and disproportionate impacts on vulnerable and remote communities.
The NSW State Electricity Supply Emergency Sub Plan and the Energy and Utility Services Supporting Plan provide the framework for managing such events. This exercise has been developed to strengthen local and regional arrangements by testing decision-making, coordination, and consequence management in response to a prolonged, widespread electricity supply disruption.
Need
[bookmark: _Toc186619979]There is a need to test and validate the capability of Regional and Local Emergency Operations Centres (REOC/LEOC), under the coordination of Regional and Local Emergency Controllers (REOCON/LEOCON), to manage the consequences of a prolonged, widespread electricity supply disruption. This need arises from recent large-scale outages in New South Wales, which exposed vulnerabilities in service continuity, community communication, and welfare support, particularly for vulnerable and remote populations.
Specific areas of focus include:
· Examining the effectiveness of arrangements for maintaining critical services such as health, telecommunications, food, water, and fuel supply.
· Exploring the effectiveness of public communication and community reassurance strategies under conditions of prolonged uncertainty.
· Testing decision-making processes and escalation pathways when information on energy supply and reliability is incomplete, delayed, or inconsistent.
· Evaluating welfare and support arrangements for vulnerable and geographically isolated communities.
Overview 
[bookmark: _Toc186619980]This exercise will provide insights into the challenges of managing the consequences of a prolonged, widespread electricity supply disruption. It will examine decision-making, governance, continuity of critical services, provision of welfare support, and emergency operations functionality in the context of significant power and communication constraints.
The primary target audience for this exercise is REOCs and LEOCs and their members.
Participants
[bookmark: _Toc186619981]Participants in this exercise will include members of the REOC / LEOC and representatives from participating organisations as defined in the area’s Regional or Local Emergency Management Plan (REMP / LEMP). Participants may include, but are not limited to:
Regional Emergency Operations Controller (REOCON) and Local Emergency Operations Controller (LEOCON)
Regional Emergency Management Officer (REMO) and Local Emergency Management Officer (LEMO)
REMC / LEMC Combat and Supporting Agency Representatives, as relevant to the area, including:
NSW Police Force
NSW Ambulance
NSW Rural Fire Service
Fire & Rescue NSW
NSW State Emergency Service
Marine Rescue NSW
VRA Rescue
Surf Life Saving NSW
Functional Area Coordinators and Representatives
Other Stakeholders as deemed appropriate by the REMC / LEMC
Aim
[bookmark: _Hlk186550013]To strengthen the planning, preparedness, and coordination of REOCs and LEOCs in managing the consequences of a prolonged, widespread electricity supply disruption in NSW. The exercise will test decision-making, interagency coordination, continuity of critical services, community communication, delivery of welfare support, and assistance to vulnerable populations, in alignment with the NSW Energy and Utility Services Supporting Plan and the State Electricity Supply Emergency Sub-Plan.
[Insert additional or alternate aim as required]
[bookmark: _Toc186619982]Exercise Objectives & Performance Measures
[bookmark: _Toc186619983]Test how effectively REOCs and LEOCs coordinate with the Energy and Utility Services Functional Area (EUSFA), local councils, emergency services, and other agencies in managing the consequences of a prolonged electricity supply disruption.
An appropriate schedule of liaison and coordination meetings is established and maintained in a timely manner.
Interagency coordination meetings are convened promptly within the exercise scenario timeframe.
Decisions are escalated to the appropriate authority within appropriate timeframes.
Communication flows between stakeholders, including committees, councils, EOCs, and agencies, are timely and accurate.
Participants demonstrate collaborative problem-solving when faced with conflicting or competing priorities.
[Insert additional standard measures as required]

Test arrangements to maintain and restore essential community services, including health, water, fuel, food, telecommunications, and public information, during extended power outages, with particular attention to infrastructure interdependencies.
1. Disruptions to essential services are identified and prioritised in a timely manner.
1. Plans to restore or re-establish essential services are developed and communicated within expected timeframes.
1. Continuity arrangements for at least two critical services are activated in accordance with existing plans.
1. Public information messages are drafted and disseminated through appropriate channels (simulated), reflecting service constraints.
1. Participants identify and respond effectively to cascading impacts and competing priorities.
[Insert additional standard measures as required]

Test the adequacy of arrangements for providing timely welfare assistance, relief services, and community support to affected populations during prolonged disruptions.
1. Welfare needs are identified and prioritised in a timely manner in accordance with relevant plans and procedures.
1. Plans for the provision of welfare support are developed and communicated appropriately within required timeframes.
1. Welfare support requests and arrangements are coordinated and communicated through the appropriate channels.
1. Welfare centre activation requirements are considered and actioned within relevant timelines.
1. Information on welfare services is communicated clearly to affected communities during the scenario.
[Insert additional standard measures as required]

Assess how agencies identify, prioritise, and provide targeted support to vulnerable groups and individuals, including those reliant on medical equipment, Aboriginal communities, and geographically isolated populations, during a prolonged power outage.
1. Vulnerable groups and individuals are identified in a timely manner during the exercise scenario.
1. Action plans to address the critical needs of vulnerable groups and individuals are developed and communicated within appropriate timeframes.
1. Requests for specialised support for vulnerable groups and individuals are escalated and actioned appropriately within expected timelines.
1. Aboriginal communities and remote towns are explicitly included in planning discussions and operational responses.
1. Information to vulnerable groups is tailored and delivered via appropriate channels, reflecting the service constraints of the scenario.
[Insert additional standard measures as required]

Evaluate how REOCs, LEOCs, and supporting agencies make and escalate decisions when operating with incomplete, delayed, or inconsistent information from energy providers and other sources.
1. Breakdowns or gaps in communication and information sharing are identified and acted upon in a timely manner.
1. Mechanisms for decision-making with incomplete or inconsistent information are demonstrated by incident response leaders.
1. Uncertainty and information gaps are acknowledged explicitly in decision-making discussions and briefings.
[Insert additional standard measures as required]
Evaluation Plan
[bookmark: _Toc186619984]Purpose of Evaluation
The primary purpose of exercise evaluation is to assess both the effectiveness of the exercise and how well it met its stated aims and objectives.
A rigorous evaluation process enables planners and operational managers to systematically enhance future exercises, as well as related procedures, processes, and operational initiatives. Through observation, data collection, analysis, and reporting, evaluation transforms insights gained from the exercise into practical improvements for future operations.
Exercise evaluation involves a series of post-exercise activities focused on:
Gathering feedback and assessing the conduct of the exercise
Collecting insights on participant experiences
Evaluating the achievement of exercise objectives
Transferring lessons learned into lesson management systems
[bookmark: _Toc186619985]Process of Evaluation
To facilitate a smooth and effective evaluation, an Exercise Evaluation Coordinator should be appointed prior to the exercise. The Coordinator’s primary role is to manage the overall evaluation process and lead the team of evaluators.
One or more evaluators should be appointed to assist with data collection and observation throughout the exercise. The number of evaluators required will depend on the exercise cohort size and the volume of data to be gathered. For smaller groups, the Exercise Coordinator may take on both evaluator and coordinator roles (see Attachment: EXCON Staff Responsibilities for the full list of Coordinator and Evaluator responsibilities).
[bookmark: _Toc186619986]Data Collection & Observation
Data and observations will be gathered during and after the exercise using the following tools:
Participant Feedback Form
After-Action Review Debrief Forms
Evaluator’s Observation Checklist
Templates for these forms are provided in the Exercise Evaluation Plan. EXCON staff may implement additional data collection methods as appropriate. 
[bookmark: _Toc186619987]Data Analysis
Upon completing the exercise, evaluators will return all completed data collection tools to the Exercise Evaluation Coordinator. The Coordinator will then compile and analyse the collected data and observations, documenting insights and lessons in the analysis tables within the Evaluation Plan.
[bookmark: _Toc186619988]Exercise Report
Following data analysis, the Coordinator will prepare an exercise report on behalf of the Exercise Director, summarising key findings and lessons learned.
The final exercise and evaluation reports are to be submitted to the Premier’s Department and will contribute to the annual State Lessons Analysis process.
Any collateral generated from the exercise (e.g., photos, videos, case studies) should also be provided to the Premier’s Department to support a shared resource cache for agency reference and use.
[bookmark: _Toc186619989]Exercise Debriefs
An essential component of a successful exercise is the ability to debrief the activities of the conduct phase. A series of debriefs will be required at the conclusion of an exercise. Depending on the scale of the exercise these may include:
informal ‘hot’ debrief (immediately post-exercise) for:
[bookmark: _heading=h.z2g888tdlfof]Participants
EXCON
formal debriefs for:
role players
organisation-specific debrief
a formal multi-organisation debriefs involving all participants and EXCON team members
exercise management debrief.
In all cases the debrief must be planned and communicated to all those who need to be involved.
During the debrief process, detailed information is collected at a lower level, with that information contributing to higher-level and subsequent debriefs.
[bookmark: _heading=h.5zopi79kpg88]Refer to the accompanying ‘Exercise Evaluation Plan’ for the AAR Debrief Observation Form.
[bookmark: _Toc186619990]Exercise Reporting
Following data analysis, the Coordinator will prepare an exercise report on behalf of the Exercise Director, summarising key findings and lessons learned.
The final exercise and evaluation reports are to be submitted to the Premier’s Department and will contribute to the annual State Lessons Analysis process.
For a small exercise there may be one evaluator who produces a one-page report. For a large exercise there may be several individual evaluator reports that need to be analysed and summarised into the final exercise report.
The Exercise Evaluation Coordinator may be asked to draft the exercise report. Exercise reports should be produced to effect change and improvements. Reports do not have to be extensive to achieve that. Exercise reports should clearly identify areas or issues to be improved. They should include enough context for each issue or provide links to that context. If opportunities for improvement or recommendations are identified, they can be included.
The Exercise Director is responsible for finalising the exercise report and then sending it to those responsible for resolving the opportunities for improvement or recommendations that have been identified.
Refer to the accompanying ‘Exercise Evaluation Plan’ for the Exercise Report template.
Any collateral generated from the exercise (e.g., photos, videos, case studies) should also be provided to the Premier’s Department to support a shared resource cache for agency reference and use.
[bookmark: _Toc186619991]Attachments
4A - Participant Feedback Sheet
4B - Evaluation Report
4C - Evaluation Report Data
4D - After Action Review Debrief Form
4E - Observation Checklist
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